Early Warning Signs:

Surveillance

Photos/diagrams/notes of poten-
tial targets

Blueprints to important buildings
Two-way communication devices
Postcards of symbolic targets

Global Positioning Satellite (GPS)
device

Radios/scanners
Maps/measurements

Night vision/thermal devices
Binoculars, telephoto lens, etc.
Electronic surveillance equipment
Several sets of clothing

Sketching materials (paper, pen-
cils)

Testing security at potential
targets

Discreet use of cameras, video
recorders, or note taking at non-
tourist-type locations

Asking unusual questions

Acting as panhandlers, shoe
shiners, food vendors, etc. while
observing targets
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Early Warning Signs:

Behavior

Sweating, nervousness, fixed
stare

Unusual concern with secrecy

No obvious signs of employment,
but has money

Driving too slow, too fast, or cir-
cling

Frequent address changes or sev-
eral P.O. boxes

Groups of people living together,
with no visible means of support

Living locally but renting vehicles
Renting under a false name

Staying at multiple hotels/motels
and paying in cash

Using hotel lobby/public phone

Early Warning Signs:

Criminal Activity

Shoplifting/petty theft
(cigarettes, baby formula)

Identity theft, check/bank/mail/
credit card fraud

Money laundering

Distributing counterfeit money

Stealing/selling weapons

Producing/selling counterfeit
designer clothes/trademarked
goods/DVDs

Early Warning Signs:

Equipment

Pre-paid, disposable cell phones
Training manuals (flight, military,
scuba, extremist)

Unauthorized uniforms (airport, post-
al, police, military, etc.)

Badges, access cards, or identifica-
tion for key buildings

Radios, scanners

IDs with more than one name

Passport with changed numbers, etc.

Fake, changed, or stolen documents
(driver’s licenses, etc.)

Blasting caps, fuses, etc.
Chemical fires, odors, stains in
apartments, hotel/motel rooms, self-

storage units, garages

Chemical burns, missing hands




